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Word of Welcome from the Chair  

Dear delegates of the United Nations Security Council, 

 

My name is Andrei Pankratov, and it is my greatest pleasure to 

welcome you to this Council! The Security Council is one of 

the most widely publicized bodies of the United Nations, 

along with the General Assembly. This makes sense, since the 

Security Council is the body that effectively shapes global 

security policy and deals with the most difficult crises. You will 

get to be a part of this task, which is by no means an easy one. 

However, we will do everything in our capacity to help you 

accomplish your goals and make the most out of your 

experience. The Security Council can be one of the most fun 

MUN committees, where delegates have the opportunity to both simulate real-life action and wreak havoc 

in a rather orderly, procedurally regulated fashion. Having myself done numerous Security Councils both as 

a delegate and a chair, I’ve come to notice that every individual Security 

Council is special in some way. I hope that you enjoy your experience and 

find a unique way to make your Security Council special! 

 

My name is Fernando Rodríguez González, and I am delighted to 

welcome you to MUIMUN 2021 and to the Security Council! I am 

pursuing a double degree in Law and Business Administration at the 

Octa Centennial Universidad de Salamanca. I started my MUN career in 

2016 and participated mostly at MUNUSAL. Furthermore, I dedicate 

much of my time to ELSA – the European Law Students’ Association, 

where I served in a number of different positions. 

 

Certainly, you are already as excited as we are about MUIMUN 2021. Please do not hesitate to contact us, 

should you have any questions at all. 

 



 

  
   

ii 

Table of Content  

 

Word of Welcome from the Chair ............................................................................................................................................ i 

Table of Content .......................................................................................................................................................................... ii 

Committee Description ............................................................................................................................................................. 3 

Topic A: Cyberterrorism and Cyberattacks in conflicted countries ................................................................................ 5 

Introduction and Scope of the Topic ................................................................................................................................. 5 
Historical Background: Defining and Understanding Cybercrime .............................................................................. 6 
Recent Development: International Involvement in Cybercrime .............................................................................. 8 
Current Challenges and Conclusions: Cybercrime through the Scope of the UNSC ......................................... 10 
Points to address in a Resolution ........................................................................................................................................ 12 
Bibliography ............................................................................................................................................................................ 13 

Topic B: Drug Cartels and their arising Power on Governments .................................................................................... 16 

Introduction and Scope ...................................................................................................................................................... 16 
Historical Background .......................................................................................................................................................... 17 
Recent Developments ........................................................................................................................................................ 19 
Current Challenges and Conclusions .............................................................................................................................. 22 
Questions a Resolution should Answer ............................................................................................................................. 23 
Bibliography ............................................................................................................................................................................ 24 

Conference and Research Tips ............................................................................................................................................ 27 



 

Page | 3  

 

Committee Description  

The United Nations Security Council (UNSC) was established by Chapter III of the United Nations 

Charter. Article 241 determined the UNSC’s main goal to be the maintenance of international 

security and peace. Under the Charter2, the functions and powers of the Security Council are: 

§ to maintain international peace and security in accordance with the principles and purposes 

of the United Nations; 

§ to investigate any dispute or situation which might lead to international friction; 

§ to recommend methods of adjusting such disputes or the terms of settlement; 

§ to formulate plans for the establishment of a system to regulate armaments; 

§ to determine the existence of a threat to the peace or act of aggression and to recommend 

what action should be taken; 

§ to call on Members to apply economic sanctions and other measures not involving the use 

of force to prevent or stop aggression; 

§ to take military action against an aggressor; 

§ to recommend the admission of new Members; 

§ to exercise the trusteeship functions of the United Nations in "strategic areas"; 

§ to recommend to the General Assembly the appointment of the Secretary-General and, 

together with the Assembly, to elect the Judges of the International Court of Justice. 

This Committee is organized with 5 permanent countries, also known as the P5 (China, France, The 

Russian Federation, The United Kingdom of Great Britain and Northern Ireland, The United States 

of America), and 10 rotating members holding a 2-year mandate that are elected by the United 

Nations General Assembly. The particularity of the Security Council lies in the fact that the P5s hold 

veto power, as defined by chapter V article 273, meaning that unanimity amongst the P5 is 

compulsory in order to pass a resolution. In the event the P5 do not reach unanimity, the General 

Assembly shall consider the matter immediately and issue any necessary recommendations to 

restore international peace and security. 

Furthermore, the unanimity among the P5 means that the committee must reach the consensus, 

otherwise, if one member of the P5 uses the veto power, the resolution shall not pass. It is important 

 
1 United Nations Charter, Chapter V, Article 24. Available at: http://legal.un.org/repertory/art24.shtm 
2 United Nations Security Council. Functions and Powers. Available at: 
https://www.un.org/securitycouncil/content/functions-and-powers  
3 United Nations Charter, Chapter V, Article 27 [http://legal.un.org/repertory/art27.shtml] 
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to note that it is not mandatory for the committee to reach consensus to pass a resolution, but if one 

member of the P5 does not agree with the document and decide to veto it, the resolution fails. The 

veto should be wisely used.4  

The countries that will be holding this session of the United Nations Security Council are: 

P5: 

§ French Republic 

§ People’s Republic of China 

§ Russian Federation 

§ United Kingdom 

§ United States of America 

 

 

 

 

Veto	power		

The United Nations Security Council "veto power"5 refers to the power of the five permanent 

members of the UN Security Council to veto any resolution. However, a permanent member's 

abstention or absence does not prevent a draft resolution from being adopted, for example China 

used it plenty of times. This veto power does not apply to "procedural" votes, as determined by the 

permanent members themselves.  

The most important issue in the debate is for the rotative countries to ensure that their ideas are taken 

into consideration and stimulate the P5 not to use their veto power to control the debate.6 

 

  

 
4 UN Security Council Working Methods,”The Veto”, link:https://www.securitycouncilreport.org/un-security-council-
working-methods/the-veto.php 
5 Provisional Rules of Procedure (S/96/Rev.7). Available at: https://www.un.org/securitycouncil/content/procedures-
and-working-methods  
6 United Nations Security Council. Voting Procedure. available at:  
https://www.un.org/securitycouncil/content/voting-system  

Rotative: 

§ Estonia 

§ India 

§ Ireland 

§ Kenya 

§ Mexico 

§ Niger 

§ Norway 

§ Saint Vincent and 

the Grenadines 

§ Tunisia 

§ Vietnam 
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Topic A: Cyberterrorism and Cyberattacks in conflicted 

countries 

 

INTRODUCTION AND SCOPE OF THE TOPIC  

Cybercrime is one of the most recent challenges in global security. Since the creation of digital media 

and the internet, cybercrime remains a fairly broad topic to tackle and define. With polarized 

worldwide media and the peak of global connectivity, cybercrime has come to encompass many 

concepts and include many forms of illegal digital interference7. Observing how wars are no longer 

fought on the frontlines due to the spread of the concept of hybrid warfare, tackling cybercrime has 

become a major obstacle to achieving international understanding in the scope of security and 

maintaining cooperation between the main players in this field8. In the light of election interference 

allegations, widespread anonymization and the rise of digital governance, it may well be the time to 

address the issue on the level of the Security Council. 

While it is important to keep track of the whole issue, it is also important to distinguish between 

various forms of cybercrime and make distinctions between them. In this guide we will focus on the 

most convenient approach to international cybercrime, which distinguishes between cybercrime 

perpetrated by state actors and by individual parties that are also involved in the discourse of 

securitization, such as terrorist groups. 

On a regional level, the rise of cybercrime has paradoxically become a threat to both states and 

individual citizens’ privacy. While engaging in active surveillance and digital tapping, governments 

struggle to balance between the citizens’ right to digital privacy and maintaining national security. 

This pattern creates a loop, where the act of securitization, under normal circumstances boosting the 

people’s attitude toward the national security policy, becomes a risk to maintaining internal order 

and leads to digital insurgency9. 

When taken to a global level, the issue becomes even more complex. Having to deal with states that 

are all on a different level of development of digital governance, it becomes extremely hard to 

develop a framework that will cater to the needs of all Member States and ensure sustainable 

solutions in the field. However, as the single most powerful body of the UN, the Security Council 

 
7 Anderson, R. and others. (2012), pp. 11-12 
8 Hoffman, F. (2009), pp. 1-4 
9 Lyon, D. (2003), pp. 145-147 
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potentially has both the resources and the mandate to adopt and maintain such a framework. 

However, to even begin with that, we have to know where to start.  

 

HISTORICAL BACKGROUND: DEFINING AND UNDERSTANDING CYBERCRIME  

As mentioned before, to properly understand the true scope and extent of cybercrime on a global 

scale, we have to pay close attention to definitions and classifications in regard to this issue. The work 

of the Council dealing with this problem will largely depend on how we define and understand it.  

First of all, let us try and define the concept of cybercrime in a broader, general sense. Cybercrime 

can be defined as a crime that involves and takes place in the digital realm. This includes, but is not 

limited to, identity theft, usage of trojans, spyware, malware, cyberattacks (such as Distributed 

Denial of Service attacks intended to crash a website and make it temporarily unavailable to users), 

illegally obtaining and using information, gaining access to classified or otherwise protected 

information, carding, modifying existing information with malicious intent, spreading of illegal 

information using digital means and more10. However, to classify different types of cybercrime that 

the Council will be dealing with, let us pay attention to the actors, the criminals themselves. 

In the following guide, we will refer to cyberwarfare as cybercrime directly perpetrated, authorized, 

coordinated or otherwise supported by a state party in order to promote their interests, obtain and/or 

modify crucial information, interfere with a party that the perpetrator state perceives to be a threat or 

an enemy and obstruct the actions of the said party11. It is important to note that often the actions of 

state parties are either concealed or delegated to a separate entity to limit the probability of being 

incriminated. This makes accusing a state party of being involved in cyber warfare a nearly 

impossible task. 

Next, we will pay attention to the concept of cyberterrorism. Cyberterrorism generally follows the 

definition of cyberwarfare, only that instead of a state party we have an individual entity, such as a 

terrorist group, a group of like-minded hackers, a lone wolf, or anyone who does not fall under the 

definition of a state party acting as the perpetrator. The motives are different as well – being a 

variation of terrorism, cyberterrorism serves to incite fear and cause as much damage as possible, 

 
10 Gordon, S. and Ford, R. (2006), p. 15 
11 Parks, R. and Duggan, D. (2011), pp. 30-31 
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often while promoting the cause of the perpetrator12. This is important, as the definition of 

cyberterrorism evolved with the spawn of numerous precedents connected to this kind of activity. 

Bearing those definitions in mind, we can closely examine the history of cybercrime and how it 

became a major issue. Cybercrime has existed since the creation of modern computer technologies 

and the internet, particularly developing in the 1990s13. However, both experts and the public 

became aware of the problem even before the advent of the internet. 

First instances of cybercrime took place in the early 1970s. The first cyber-attacks were rather high-

profile, targeted at banks, telecommunications companies and educational institutions in the United 

States14. Awareness of possible cyberattacks was rather low, and the networking capabilities did not 

yet prompt the creation of protective software. This resulted in millions of US dollars of damage over 

the course of a little more than a decade, which signaled a demand for oversight and development of 

protective measures. 

The pioneering solutions for combating cybercrime came from the private sector. McAfee Associates 

became one of the first companies to provide solutions and software that would limit or negate the 

local impact and possibilities of cybercrime, effectively shaping what we now know as antivirus 

software15. However, this did not stop cybercriminals, who continued to pursue their goals and focus 

on developing new ways to exploit their targets. 

As the use of the internet became widespread in the 1990s, cybercriminals took advantage of new 

social possibilities that came with it, as well as users’ lack of experience and preparedness. During 

that period, the word «computer virus» entered the dictionary16. Particularly vulnerable were those, 

who had to use e-mail to communicate at work. Cybercriminals developed viruses that used pre-

composed e-mail messages as a primary form of transmission, which resulted in several computer 

virus epidemics over the course of the decade. Some of those viruses are still out in the digital wild, 

preying on victims who have little knowledge of computer security. 

In the new millennium, cybercrime entered an entirely new dimension. With internet access 

available to nearly anyone, criminals began using the World Wide Web to - among others - establish 

drug trafficking networks and child pornography sharing platforms17. Along with the development 

of anonymizing technologies, many street crime activities moved to the internet, forming what is 

 
12 Gordon, S. and Ford, R. (2002), pp. 640-641 
13 de Leeuw, K. and Bergstra, J. (2007), p. 595 
14 Weitzer, R. (2003), p. 150 
15 Sukwong, O. and others. (2011) 
16 Spafford, E. (1990), pp. 2-4 
17 Gehl, R. (2016), pp. 1226-1228 
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now known as the Dark Web. Gradually, the internet became the place of birth for various political 

movements, connected to, amongst others, the Arab Spring, the Occupy Movement and the rise of 

right-wing populism, many using the web to coordinate real-life actions18. 

Criminals continue to innovate, with ransomware and blockchain cryptographic source tracking 

technologies being the latest trends in the field19. Bearing this whole context in mind, we finally 

arrive at the present day. 

 

RECENT DEVELOPMENT: INTERNATIONAL INVOLVEMENT IN CYBERCRIME  

Cyberwarfare	as	a	Part	of	Global	Hybrid	Warfare	

In order to set the agenda for dealing with cyberwarfare, we have to examine it through the scope of 

a broader concept – hybrid warfare. Hybrid warfare is a concept in political strategy which blends 

conventional methods of warfare with other tactics, such as media interference and propaganda (fake 

news), political warfare and cyberwarfare20. We will address the cyberwarfare component of this 

concept as its integral part, tackling which is crucial to prevent the usage of hybrid warfare methods 

in general.  

Cyberwarfare can often act as a supplement to conventional military tactics. A cyberattack may have 

the necessary capability to disrupt an energy network or any infrastructure that is vital to the other 

party. Therefore, the parallel use of cyberwarfare by an aggressor may ease the passage of troops and 

vehicles, as well as weaken the defensive capability of the enemy. Methods of cyberwarfare may also 

be used when conventional methods are unfeasible or unavailable - a decapitating cyberattack on a 

hostile center of command would be preferred over a physical strike utilizing strategic weapons21. 

Currently, the most active use of cyberwarfare by state parties is disguised as cyberterrorism by 

independent parties, unaffiliated sympathizers and lone wolves. Such is the case with election 

interference, targeted spread of viruses, malware and ransomware, leaking of confidential data and 

digital infiltration. The latter can also be classified as a form of intelligence gathering, which (in case 

of clear evidence of state party involvement) is a clear breach of international law and may provoke 

 
18 Underwood, P. and Welser H. T. (2011), p. 305 
19 O’Gorman, G. and McDonald, G. (2012), pp. 7-9 
20 McCulloh, T. and Johnson, R. (2013), pp. 7-8 
21 Dipert, R. (2010), pp. 389-390 
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a direct confrontation22. However, due to the somewhat cleaner nature of this type of espionage, it is 

extremely difficult to trace its source, which also explains why hacking is slowly making older, more 

traditional forms of espionage obsolete. 

Cyberterrorism:	Cases	and	Precedents	

In order to better understand the technicalities and actors of cyberterrorism, let us take a look at some 

examples and analyze them. 

One of the first examples of international cyberterrorism occurred in the Estonian digital space in 

2007. Following a series of protests against the removal of a Soviet-era monument dedicated to 

Soviet troops that took part in World War II, several major Estonian websites, including banks, 

government agencies, political parties and newspapers were subject to cyberattacks that blocked 

access to said websites23. Some hackers managed to gain access to the websites’ servers themselves, 

defacing frontpages with pro-Russian statements and imagery. So far only one Estonian national had 

been convicted in connection to the cyberattacks. However, the scale of the incident suggests that 

more than one individual was responsible for coordinating and carrying out the attack, and that 

perhaps a state party was involved24. Various high-ranking Russian political figures claimed 

responsibility for the attack and/or hinted at its source25. Despite that, the information was hard to 

prove and the true source of the attack remains undetermined. The international community 

responded to the attacks by stressing the increasing importance of cybersecurity as an integral part of 

any modern military doctrine. Since August 2008, the NATO Cooperative Cyber Defence Centre 

of Excellence operates out of Tallinn, Estonia26.  

A broader, larger-scale attack took place during the Russo-Georgian war of 2008. In this case, there 

were actors on both sides, since not only Georgia was targeted, but also Russia as well as Azerbaijan. 

The attacks generally followed the scheme of the 2007 Estonian incident, with media outlets and 

government websites under denial-of-service attacks or hacked and defaced with anti-Georgian 

imagery27. The impact of the attack was so severe that the websites of the Georgian government had 

to migrate to foreign servers, with the US and Estonia offering their help. The attacks once again 

received condemnation from the international community, but the exact source of the attack 

 
22 Weissbrodt, D. (2013), p. 356 
23 Weissbrodt, D. (2013), p. 350 
24 Ibid. 
25 Coalson, R. (2009) 
26 Hughes, R. (2009), p. 2 
27 Shakarian, P. (2011), p. 63 
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remained a mystery28. The official position of the Russian government is that the attacks were carried 

out by lone sympathizers, and the case should be treated under the definition of international 

cyberterrorism29. 

To this day, sporadic cyberattacks and defacements of political websites continue, with nearly any 

party having the potential to carry out such kind of attacks. 

 

CURRENT CHALLENGES AND CONCLUSIONS: CYBERCRIME THROUGH THE 

SCOPE OF THE UNSC  

With the means of carrying out cyberattacks becoming more and more available and the upgrade of 

anonymization technologies, the case for fighting cybercrime on a global scale seems nearly hopeless. 

However, there are some measures that are already being undertaken by the international 

community to combat cyberwarfare and cyberterrorism. 

Before rushing to establish a possible current perspective of the Security Council, let us take a look at 

other UN bodies that deal with the issue of cybercrime more directly. One of them is the 

International Telecommunications Union (ITU), which has a Cybersecurity Programme. Although 

extremely prospective and broad, the outlook of the ITU somewhat lacks universality and 

enforcement possibilities30. Among other aspects, the ITU deals with aiding states in developing 

national cybersecurity strategies, manages the Global Cybersecurity Index (GCI), provides 

assistance in developing related legislation and publishes insights on current cybersecurity threats31. 

Many of the practices currently used by the ITU may be adopted in a new framework by the Security 

Council. Another UN body currently dealing with cybercrime is the United Nations Interregional 

Crime and Justice Research Institute (UNICRI) Centre for Artificial Intelligence and Robotics. 

Meanwhile, the official position of the abovementioned Centre has so far been rather general32 and 

inconclusive33.  

Among many other international organizations, EUROPOL and INTERPOL have a stake in 

tackling the issue. The involvement of EUROPOL has been mostly practical, with financial aid being 

allotted to build and strengthen existing oversight systems, assist in investigations and develop 

 
28 Swanson, L. (2010), pp. 318-319 
29 Raun, A. (2007) 
30 Alkaabi, A. and others. (2010), p. 15 
31 International Telecommunications Union (n.d.) 
32 Gloria, M. J. K. T. and Erickson, J. S. (2010), p. 1 
33 UNICRI (n.d.) 
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national frameworks according to current laws of EUROPOL members34. INTERPOL largely 

shares the practices of EUROPOL, acting on a global scale and providing members with all necessary 

means of cooperation in the field35. Practical approaches developed by both organizations could 

serve as an example for possible action authorized by the Security Council.  

The response of the Security Council itself on the issue has been somewhat conservative. So far, the 

UNSC has been taking very cautious steps towards the development of a common cybersecurity 

framework. The Security Council has managed to agree on equal application of international law in 

cyberspace, which sets the legal framework for future action36. Up until now, no resolutions 

concerning cybersecurity issues have been adopted by the UNSC. Draft resolutions on different 

aspects of cybersecurity have been forwarded to the United Nations General Assembly (UNGA) by 

three of its six main committees (the Disarmament and International Security Committee, the 

Economic and Financial Committee and the Social, Humanitarian and Cultural Committee). 

Perhaps the most noteworthy developments have taken place in the Disarmament and International 

Security Committee, which can be regarded as a unique forum for key players such as the U.S., China 

and Russia to discuss the ‘high end’ of information security threats. Since 1998, the Russian 

government has annually introduced a draft resolution in the First Committee on ‘Developments in 

the field of information and telecommunication in the context of security’. With gradual changes, the 

non-binding resolution has been adopted by the UNGA each year. However, the document remains 

as a non-binding proof of international interest in the issue and possible legal instruments, with 

tensions rising among the members of the international community37. 

Therefore, in order to establish a universal structure for dealing with cybercrime, the highest 

authority is needed to develop, promote and enforce a framework that deals with cybercrime on a 

global level. The Security Council is the body that can decide on measures that all Member States 

would be obliged to comply with. The Council Members should use their mandate to focus on 

cooperation, agree on common definitions and devise a universal outlook on possible future security 

threats in the scope of cybercrime. 

Taking into account the history of cybercrime, its many forms and manifestations, as well as the 

development of adjacent technologies, such as artificial intelligence, the problem as a whole may 

pose an existential risk comparable to threats associated with weapons of mass destruction. Our best 

 
34 EUROPOL (n.d.) 
35 INTERPOL (n.d.) 
36 Volter, D. (2013) 
37 CCDCOE (n.d.) 



 

Page | 12  

 

hope is the development of a unified, swift and ground-breaking resolution by the Security Council 

that will set the agenda for regional and national development of sustainable solutions in the field. 

 

POINTS TO ADDRESS IN A RESOLUTION  

Since the issue at hand is one of the newest problems in the realm of international security, the 

resolution has to be legally sound, complete and concrete. The Council will largely have to break 

ground and establish a framework and a mechanism to address the issue correctly and sufficiently, 

providing opportunities to resolve related conflicts in the future. Below are ten questions that might 

help in establishing a solid resolution addressing cybercrime: 

§ How does the Council define cybercrime? 

§ If international collective action is determined to be a part of the response and warranted by 

the members of the Council, what will that response include? 

§ How will the Council address any associated incidents of cybercrime post factum? 

§ What is the severity of the issue at hand? 

§ How will the Council deal with complex conflicts already involving cybercrime? 

§ What will be the mechanism that ensures cooperation and compliance among the Members? 

§ Does the issue require the creation of a separate body within the UN or the Council? 

§ How will the issue affect other bodies of the UN and cooperation between them? 
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Topic B: Drug Cartels and their arising Power on Governments 

 

INTRODUCTION AND SCOPE  

It was already in the early 19th century that one of the major events in contemporary history took 

place: The Opium Wars. Back in 1839, the British and Chinese Empires got into war due to the 

unstoppable rise in demand of a certain product: opium, one of the first ever mass-produced drugs. 

Since then, furthered by the economic interest behind the sales of such products, multiple drug cartels 

have taken profit of people’s vice and desperation, growing incredible fortunes while demolishing 

the health of a nation’s population. 

From the most known ones like the Colombians Cali and Medellín Cartels or Alphonse Capone’s 

Black Hand to multiple unrevealed crime organizations in South-East Asia or Eastern Africa, drug 

trafficking has not stopped growing and it is considered to be one of the most lucrative – though 

illegal – existing businesses38. Its consequences are dreadful, the healthcare cost of its direct effects 

being only the beginning: submerged economy, raise in criminality, corruption, extortion and, in 

many cases, terrorism being financed by this source of income. Drug dealing is not only about the 

final consumer suffering its effects, but also about a whole network of organized crime that 

perpetuates its position, gains economic power and, what is more, takes control of the decision-

making39. Drug cartels have immense possibilities when it comes to taking their own justice: a whole 

underground train was constructed to take “El Chapo”, the leader of the Sinaloa Cartel, out of prison, 

without (apparently) no one noticing; or Pablo Escobar negotiating the erection of his own prison 

with Colombia’s President, from which he would continue operating his organization with ease40.  

The arising power of Drug cartels - considered by International Public Law as non-state actors 

(DTO’s - Drug Traffic Organizations) - on governments is one of the most dangerous challenges our 

global society is now facing. The United Nations Security Council (UNSC) will have a crucial role 

in finding a solution on this issue. 

 

 
38 Radden Keefe, P. (2012) 
39 McVay, D. (2020) 
40 Pardo Ariza, G. (2016) 
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HISTORICAL BACKGROUND 

It was in 1971 when the UN first gathered to discuss the rise in consumption of psychotropic 

substances as a global threat during the Convention of Psychotropic Substances, held in Vienna. 

There, a whole list of substances was declared as detrimental to Public Health41. As a consequence, 

the World Health Organization would be declared in charge of prosecuting harmful practices that 

could contribute to the expansion of its use and abuse. Later, the United Nations International Drug 

Control Program (UNDCP) was launched, which was eventually gathered with the Centre for 

International Crime Prevention resulting in what these days we know as UNODC – the United 

Nations Office on Drugs and Crime. Since then, the main actors in this area have been the 

aforementioned office along with the World Health Organization and, as Drug Trafficking had 

grown into a major issue to International Security, the Security Council. 

Many resolutions and meetings have since been released and held regarding drug organizations and 

its threat to peacekeeping. Among others, in the recent years we can consider the press release of the 

Security Council on Afghanistan from October 9, 2006 of much relevance, talking about the growing 

cultivation of opium in Afghanistan42, expressing its concern to such an event and its risk in the 

transition to a democratic government. To learn how drug trafficking reflects on peace and security, 

it is interesting to read France’s concept note on the combating of drug trafficking and its 

consequences for peace and security in West Africa and the Sahel43. Additionally, in order to take a 

deeper look at the connection between drug trafficking and the financing of terrorism, it is of great 

relevance to read the press note from the UNODC after the conference “The Role of Drug 

Trafficking in Promoting and Financing Today’s Global Terrorism”44. With this information, 

delegates should get a broad understanding of the global consequences of drug trafficking, 

recognizing not only its threat to global health, but also its contribution through income to criminal 

organizations that commit crimes internationally, in many cases under political causes and in the 

form of terrorism. Finally, a deeper reflection on how drug trafficking leads to political extortion and 

corruption ought to be made. In certain cases, as we can see with examples in Latin America, 

relations between drug organizations and governments are so close that the two parts – governments 

and drug cartels – can even be confused between them. Please read the article “The Cuban 

 
41 UNSC. (1971). 
42 UNSC. (2006). 
43 Araud, G. (2013). 
44 UNODC. (Undisclosed). 
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Connection: Drug Trafficking and the Castro Regime”45 to illustrate yourselves about the topic. It 

reflects with a high degree of concreteness how the Cuban drug cartel and government have arisen 

together, creating a situation of overcontrol and power to their benefit. Also – and here you can notice 

how sometimes reality overcomes fiction – some investigation about the Narcosobrinos Affair in 

Venezuela would be of great interest to gain some insights about the connection between drug 

dealing in Venezuela and the national government, and how the Cartel de los Soles, a crime 

organization held in the bosom of the Venezuelan government itself, was able to believe that a 

diplomatic passport was enough to stop de DEA from interrupting a plane full of cocaine in Haiti. 

Further reflection on these two sub-topics – funding of terrorism and control on governments – will 

be done throughout this document.  

To move forward with this introductory section, please take a look at the following image and tables 

from the UNODC Annual Report46: it reflects how the Cocaine flows worldwide come, mainly, 

from Andean Countries such as Colombia, Peru or Bolivia, with the intervention of Cuba or 

Venezuela in the drug trafficking channels. 

 

 
45 González, E.T.. (1997). 
46 UNODC (2020) 

Figure 1: Main cocaine trafficking flows. Source: UNODC Annual Report  
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Second, take a look at the following data regarding the main sources of coca bush cultivation, to 

reflect on how numbers are growing in large proportions.  

But cocaine in Latin America is not the only problem, although being the most known one. Opium 

and heroin, particularly the first one in Afghanistan and South-East Asia, are some of the biggest 

concerns for security and peacekeeping, as read before with Afghanistan's case, that could serve as a 

clear example of what could happen unless action is taken. Thus, it is worth taking a look at the global 

situation and consider the problem as a global issue to eradicate. 

According to the UNODC World Drug Report, over 65% of the total cultivation of poppy (in 

hectares) was found in Afghanistan in 2019.   

 

RECENT DEVELOPMENTS 

The prosecution of illegal practices on drug trafficking has been successfully high. From the national 

level, institutions such as the US American Drug Enforcement Administration (DEA) have taken 

action to prevent drug trafficking and cartel-assimilated corruption. On the international level, 

organizations like EUROPOL and INTERPOL have been working on it too. Also, other 

supranational organizations have taken action, such as the United Nations Office on Drugs and 

Crime or the World Health Organization. But what are the most problematic regions for 

international security regarding Drug Trafficking Organizations and their power on governments? 

One case is especially predominant: The Taliban organization in South West Asia and its influence 

on Afghanistan’s government and international geopolitics. Also, the cases of Cuba and Venezuela, 

which have a tremendously relevant position in world politics, are particularly problematic. Even 

though the focus of this topic will be on Latin America, Afghanistan is a great example of what a 

collapse the uncontrolled drug trafficking can entail, ending up on terrorism being financed through 

the trafficking of illicit substances, having devastating effects in the Eastern world as terrorist attacks 
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represent47. The influence of drug cartels on Latin American governments has not been profoundly 

discussed in recent years, neither in the Security Council nor in the UNODC. However, it is of great 

relevance to international security and measures should be taken. Seeing the problem as a threat to 

global security and peacekeeping, the delegates of the Security Council should focus on the following 

subtopics of Cuba and Venezuela. 

The	situation	in	Cuba:	A	never-ending	story	

Cuba has, since 1976, held an authoritarian regime based on the ideas of Socialism and Marxism. 

Since the ending of the Cuban Revolution in 1959, power has only rested on three personalities: 

Fidel Castro, Raúl Castro, and Miguel Díaz-Canel, all of them linked to the so-called Havana 
Cartel.48  

Looking at a map of the Caribbean, we can see 

how Cuba is in a privileged position regarding 

boat and flight connections. Being positioned 

right between the Colombian and Venezuelan 

shore and the coast of Southern Florida (the so-

called “Southernmost point” in Key West, FL, is 

just 90 miles away from Cuba) gives Cuba and 

the Havana Cartel the resources to create a 

whole distribution network that, given the 

silence of Cuban media and the long-standing 

control of the Castro regime, leaves us with the 

perfect mix for a largely developed network of drug trafficking, corruption, and nepotism. 

One should also keep in mind that certain state-islands or archipelagos nearby are rated as tax 

havens49, for example Curaçao, Aruba, or the Bahamas. A long-standing, immobile regime plus 

drug dealing plus opacity plus tax havens can only equal an environment of great trouble.  

Venezuela:	Tyrants	being	tyrants	

In the year 2000, the populist Hugo Chávez, after trying a coup d’Etat in 1992 and being freed from 

prison years later, got to power in a democratic election, becoming president of Venezuela with 56% 

 
47 USA’s Committee on Government Reform. (2001). 
48 Lee, R. (2009). 
49 Remeur, C. (2018). 

Figure 2: Map reflecting the privileged situation of Cuba in 
the Caribbean. Source:  nationsonline.org  
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of the electorate’s votes. Since then, most democratic institutions have been reorganized to behold 

the control under the Chavistas’ organization, from the legislative power to the judicial and the 

military50. Throughout that time, Hugo Chávez turned Venezuela from a democratic republic into 

an authoritarian regime51, dismantling all State of Law that was left there. They soon implanted a 

clientelism network managed by political oligarchs, known as the Cartel de los Soles 52, named that 

way after the military insignias that the highest ranks in the Venezuelan army show on their 

uniforms as a sign of status. 

Composed by some of the most powerful men and women from the current government, led by 

Nicolás Maduro (the most visible face of the aforementioned cartel), the organization holds power 

and controls the national economy, media and politics. Among others, we can distinguish the names 

of Vladimir Padrino, Minister of Defense of Venezuela; Maikel Moreno, Chief of the Supreme 

Court of Justice or Diosdado Cabello, Head of the Constituent Assembly, all of them prosecuted by 

the United States Department of Justice53. Also, Delcy Rodríguez, former Minister of International 

Affairs and prosecuted by EUROPOL is considered as one of the heads of the whole network, 

starring the famous Delcygate54 case in Spain, as a consequence of a charter plane landing at Madrid's 

airport and delivering multiple suitcases with uncertain content in them, while she held a meeting 

with Spanish’ Minister of Transports José Luís Ábalos, although being under a search and seizure 

order. A reflection on the geopolitical influence –even on European countries – of these 

organizations is ought to be made regarding such events.  

Implications of the narco-state held in Venezuela are high: from democracy being destroyed in the 

nation55 to one of the highest hyperinflation cases ever seen since the Weimar’s Republic56 or the 

exodus of 5 million people57 – the greatest in modern history. Venezuela’s people has done nothing 

but suffer, while Maduro and his supporters and family are taking profit from the whole situation. 

 
50 Salazar Calderón, C.. (2016). 
51 Boersner, A.. (2019). 
52 Insight Crime (2021). 
53 The United States Department of Justice (2020). 
54 European Parliament. (2020). 
55 Freedom House. (Undisclosed). 
56 Kulesza, M. (2017). 
57 Nebehay, S. (2019). 
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With the support of main voices in China and Russia, lending money and buying assets to 

Venezuela58, the interests of ending the narco-dictatorship are in conflict. On the one hand, China is 

finding in the Caribbean country a good representative of their worldwide expansion: from lending 

money in order to try to solve the economic catastrophe59, hiring Chinese troops in order to ensure 

the protection of their military power60 or just attributing national contracts to Chinese companies61, 

China holds a great interest in maintaining the Status Quo of Venezuela. On the other hand, the 

United States, highly influenced by the previous example of Cuba and receiving lots of Venezuelan 

migrants every year62, under the 

Trump Administration have 

decided to directly oppose 

Maduro’s regime. In fact, on 

March 26th, 2020, the United 

States declared Maduro and 14 

other members of the Cartel de los 

Soles under order of arrest charged 

with Narco-terrorism, Corruption, 

Drug Trafficking and other 

Criminal Charges, offering a 

reward of $15M for the head of the 

Venezuelan chief63.  

 

CURRENT CHALLENGES AND CONCLUSIONS 

As observed throughout the document, we have seen how narco-dictatorships can represent a threat 

to international security.  

Considering the geopolitical position of Venezuela and its close relation with Cuba and China, we 

can do nothing but expect that bigger problems will show up in the forthcoming years unless action 

 
58 Sigalos, M.. (2019). 
59 Ellsworth, B. (2013). 
60 Bhadrakumar, M.K.. (2019). 
61 Berwick, A. (2018). 
62 Hassan Gallardo, L. & Batalova, J.. (2020). 
63 The United States Department of Justice (2020). 

Figure 3: Image showing the organization of the Venezuelan narco-
regime. Source: U.S. Department of Justice 



 

Page | 23  

 

is taken. Taking the Cuban Missiles Crisis as a possible prelude of what may happen at some future 

point after two decades of corruption, narco-terrorism, and extortion is not an adventurous 

elucubration. With the current regime apparently not coming to an end soon, having the help and 

support of the Cuban officials and the interest of China and other nations such as Iran behind, a big 

situation of conflict can be expected. 

 

QUESTIONS A RESOLUTION SHOULD ANSWER 

Attending to the current situation, action needs to be taken in order to answer multiple aspects:  

§ To what extent are narcotics and the trade of psychotropic substances a problem in terms of 

international health and security? 

§ Is the rise in power of the Venezuelan governmental elite a threat to international security, 

considering examples like Cuba?  

§ Taking Afghanistan as an example, is Venezuela likely to collapse into an armed conflict?  

§ What possible actions taken by third parties in the regions could further support an armed 

conflict among major players? 

§ What actions should be taken in order to limit the influence of drug cartels on governments?   
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Conference and Research Tips 

In preparation for the moderated caucus during the conference delegates might be required to submit 

opening statements which will highlight their country’s position on the topic. A speakers list will be 

opened to member states in order to create a platform that allows engagement, making short 

comments on the issue at hand. 

Typically, delegates will be required to adhere to the rules of procedure when participating in the 

debate. In preparation for the Conference, each delegate will be required to submit a Position Paper 

in accordance with the MUIMUN guidelines. 

The key to being successful at MUN is thorough and comprehensive preparation. We recommend 

that all delegates become familiar with the following five areas of study. Each area should be 

addressed in the following order, as each is progressively more in-depth than the one listed before: 

● The UN 

● General Background of Country 

● The Committee 

● The Topic 

● Your Country’s position on said topic 

Delegates, be aware above all that the objective of your opening speech is to persuade and even 

convince others and not merely to state an opinion. Be aware of the strengths and weaknesses of your 

cause and that of your opponent. A speech is only heard once and it should leave a strong impression 

as other speeches will follow, and you want yours to be remembered. Select the most important 

points and arrange them in ascending order of importance. The final point should be the most 

important one. 

If you have any questions, please feel free to contact the committee chair under: 

unsc.muimun@gmail.com


